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SA39/2005

SECURITY VETTING POLICY FOR MATJHABENG MUNICIPALITY (PS&T) (20/2)3

PURPOSE OF REPORT

*** The pﬁrpose of the report is to seek approval from Council for the endorsement of the Security
- Vetting Policy for Matjhabeng Municipality.(See Separate Cover)

INTRODUCTION AND BACKGROUNI_) i

The information, personnel, infrastructure and equipment are critically important assets of any
institution. The integrity of these résources is however constantly threatened by organisations
and individuals who conduct or plan devious activities e,g. sabotage, theft, subversions, etc. For
the perpetrators of these devious activities their successful conduct is largely dependent on the
ability to identify and exploit security related shortcomings within the institution (Matjhabeng). -
Velting is thus a security measure that would be applied to members of Matjhabeng against
undermining influences. : : . .

Security veiting is meant to establish as far as is reasonably possible, the security competence.of
—— theindividual i.€. his/het integrify and reliability r_e‘gardi‘ﬁgfthé_'haﬁfdl1h‘g‘jof‘—c:la'é's'i'ﬁ'ai*iﬁ*fomat_ion
{o-whichi he/she is efititled to have: actess,” access, by Virtue o of ‘ttig post that hie/she occupies:—Security
vetting is thus of the utmost importance to the security of Maijhabeng Municipality,

The outside Jegal opinion was seek by the Minicipal Manager in an endeavour.to establish any
inherent infringement that might. be propagated: by:the . policy: The le gal: firm re-drafted the
policy so as to be consistent with th¢ Constitution and other pieces.of legislations. - The item that
is being presented is the product of the legal opinion sought from external agencies. .
PROBLEM STAYEMENT

None.

“%_,  POLICY POSITION

Resolution MC 255 - 22 August 2001 laid the ‘bgisis for'the development of this policy.
RECOMMENDATIONS

1. That the Vetting Po‘lic-y b_é api)i‘oved as & form of peréoﬁnél security in Mat] habené_

2. That al emplolj?ees' of Matjhabeng be subjected to provisions of "se(_:tioris 3 and 4 of the
Protected Disclosire Act 84 of 1982.-

GOVERNANCE AND ADMINISTRATION CLUSTER RESOLVED : (31 AUGUST 2005)

1.  That the Vetting Policy BE APPROVED as a form of Personnel Security in Matjhiabeng.
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2. That all employees of Matjhabeng BE SUBJECTED to provisions of Sec’ﬁons
3 and 4 of the Protected Disclosure Act 84 of 1982.

3. That the Acting Municipal Manager SHOULD identify crucial posts that has to go through
the process of vetting and that MUST be in line with the Resolution MC255 — 22 August

2001

IT WAS RESOLVED BY THE MAYORAL, COMMITTEE TO RECOMMEND (19
OCTOBER 2005)

1. That the Vetting Policy BE APP_ROVED as a form of Personnel Security in Matjhabeng.

2. That all employees of Matjhabeng BE SUBJECTED to provisions of Sections
3 and 4 of the Protected Disclosure Act 84 of 1982.

3. That the Acting Municipal Manager SHOULD IDENTIFY crucial posts that have to go
through the process of velfing and that must be.in line with the Resolution- MC255 — 22

August 2001. .

SUBMITTED FOR CONSIDERATION.




SEPARATE COVER

SA39/2005

, | SECURITY._-;H_-_Z-METIING%?;_:.:,_;-?--':-_'_. _FOR
. MATJHABENG MUNICIPAL _




SECURITY VETTING POLICY FOR MATJHABENG MUNICIPALITY: -

Reference: A, Minimum 1nformat10n Security Standards (M1SS) Cabinet Memorandum
No 4 of 1996).

B. National‘ Personnel Security Vetting Policy Guidelines:.f_
C Natrona] Strategle Intelllgence Act 1994 (Act No 39 of 1994)
- D Promotlon of Access to mformatlon Act 2000 (Act No 2 of 2000)

' E Protection of rnformatron Act 84 of 1982 _.

INTRODUCTION

, Every mstrtutron state or pnvate, has somethmg unique. that’ needs to be protected from berng
dwulged in an untlmely and. unauthorrsed fashion.. Matjhabeng, like. any. other institution of state, |
‘has & statutory obligation to protec its. assets, information and personnel. against any 1mmedlate
latent or potentlal thrcat by hostlle organlsatlons (undesrrable of crlmmal elements) ‘

' Employees/personnel are always at the recelvrng end:_: as' they are constantly exposed thelr of

. susceptiblé to- manipulations. or/and any other. form of: pressure to fulfil. the asprratrons of their -

g .adversarles

Due to th_ese overly pressures and’ other soclo_economlc factors, mployees commlt or
eorruptlon, bnbery, extortlon blackm: 11—fraud1abotage esplonage etc




Definitions:

Legal mandate.

Maintenance of security within the Matjhabeng Local Mummpahty:
Factors influencing Security Competence.

Categories of persons to be subjected to the secrity vetting process.
Management responsibility regarding security vetting.

Validity period of security clearances

Application procedures

Vcttlng pr0ces_5_

- DEFINITIONS

The followmg def'nrtlons apply

“Apphcant” means- any employee of person whose securrty competence is bemg lnvestlgated -
- 1nc|udmg person(s) to be appomted as employee(s) C Al :

‘Classrﬂed 1nf0rmat10n“ means. sensmve 1nformatlon whlch is in the natlcnal lnterest of and is

undeér the contro] ofthe mumcrpahty, or,which concerns the. munrcrpahty and which by reason of - L

its sensitive nature must be - exempted - from disclosure and..must “enjoy protection against - - -'
Sich- information would be classrﬁed ‘as elther CONFIDENTIAL OR SECRET - |

‘ 0] promlse.

accordmg to the degree of damage the rnumclpahty may suf’fer asa consequence of is: unauthonsed f_-

ppointment or: securrty
'essentral 1o the execution of the person’

"“Personnel securrty’ means the .protectro of personnrl
and ther criminal

if,.a."clasmﬂed Tif rn‘la 5n and it
.- bribery as well-as neghoence in'the handl . g‘of clasmﬁed 1nformatron
-l;r?m such a: manner that-he/she does not brmcr about the dlSClOSU




'The vcttmg mandate is. drrect]y and mdlrectly derlved from the enactments Irsted below

"‘,‘*'* steps and ‘measi

material (in written or oral form) to an unauthorised person and in this way endanger the security
interests of the institution. '

“Security vetting” means 2 systematrc investigative process to determine a person’s sécurity
competence by having regard to any information, including private information, at the disposal of
the municipality, provldcd that such information need not be conﬂned to mformanon that will be

accessrble to. the person in the normal course of hls/her duties.

-“Securlty risk” means a person is a secunty risk when he/she, because of personahty trarts needs,
" behaviour, ideological persuasron of extreme sensitiveness in respect -of past. deeds, can be.
. persuaded by whatever ‘means. to co-operate with an unauthorized mdlvrdual/orgamsatron to

divulge secret or confidential information of his’her employer or of his/her own accord drvu]ges -
secret or com"dentral mformatron to an unauthorlscd mdmduat/organlsatron e

LEGAL MANDATE

NATIONAL STRATREGIC INTELLIGENCE ACT, 1994 (ACT 39 OF 1994)

In terms of sectron 2 of the Natronal Strateglc Intellrgencc Act 1994 (Act 39 of 1994) the Natlonai-" |

'Intc]hgence Agency (NIA) has the national counter- 1ntcllrgencc responsrbrhty, ‘which includés™ '
hostile.. mtelllgence_operatlons and to. protect classified -

res-to-neutralise- feragn or

e '**f—lnformatren——'l“h&s utt ncan Intelhgenac Organlsatlons and the SAPS are: the. only mstrtutrons'-___ff' R

| ““Munrcrpall’ry, the dlS osure of which-to: an ‘unauthonsed orgamsatlon mstrtutlon or pers

" harin. the. mumcrpahty Securlty mterests '.15 to be gra
proteCted accordingly. o .

ded by means of a securlty_classrﬁcatron and:.
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‘Each post within Matjhabeng Local Municipality is to have a security grading in accordance with
the security classification of the information to which it is exposed. '

All employees identified in accordance with the recruitment and selection policy and members, are
to possess a security clearance, issued by the National Intelligence Ageney, in accordance with the
security classification of the information to.which the member and/or employee requires access in
order to perform his/her official duties. | ' : ' '

No person is entitled to obtain ‘access to classified information solely by virtue of position,
appointrrient of security clearance. In all cases, access is to.be restricted to that information or part.
thereof that is essential fo the performance of the person’s official duties, i.e. on. a need-to-know
basis. - S : o '

EAC__T_C_)'RS;[‘NFLUENCING.SECURTIY CO_MPETE—NCE
"The fundamental, rights ehshﬁﬁ;ﬂ in-the Constitation will be the point of dép_arr'ipre' in every - .
investigation. In assessing an épp]i,_caﬁ;’_s_sgcurjty competence, the following wil‘l‘__bc:co_ns'i_d:e'r_ed: I "
 Valuc sysfem:  An"applicant’s membership: of a body, hister views and/or beliefs and his/her
- morals, principles, which may at present, or in the future, endanger the security of the State, must
*"be thoroughly investigated. _Whilé extreme_beliefs, and how those influence the behaviour profile.
- regarding the applicant’s security competence, must benoted. .- S atenl L T

riminal-and chﬁrﬁﬁiént'ai"q'fféﬁclﬂésﬁﬁ‘

——=——Crimimal aind Departmental off in _ i-nto*—
' ' ‘- “omission punishable upo ~.conviction in- judicial . -

consideration. * Inth B
- proceedings (departmental:o

ch’a person may become.
nreliability; -failure:.to

,_11__1_:1’1-:')_51 ent. of. so ng: the risk “of. unauthori
“classified - informatl

.. exploited or blackma

- Misuse of infor

- oﬁr;r'e“gulg_ti_gn;;{pqg;taini;ng'_g;tb_r;,m.fqrma;"_i_o‘_r_if-_tg

individual’s trustworthiness, willingness_and ability {0 protect. classificd systems, networks and
information properly.- Ir{f@fmat]tin'fté;c:hnbqug_yfsy;te.mgfi.: clude all related equip ient used-for th
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communication, transmission, processmg, mampulatlon and storage of classified or sensitive
information. ' '

CATEGORIES OF PERSONS TO BE SUBJECTED TO THE SECURITY VETTING
PROCESS

Persons with Access to Conﬁdentlal mformatlon

A Confi dentlal clearance must be 1ssued to a member and/or employee before he/she is allowed
access to- information of a confidential nature. Persons recruited for specific -posts for  which a-
Confidential (or higher level) clearance is required must be issued with the required level of _
clearance: before he/she is appomted in the post of allowed access to information requiring the - .~ -

relevant clearance

) Persons W1th Access to Secret Informatlon A secret clearance must be lssued to a member
~ -and/or an employee before he/she is allowed access to mformatlon of a secret nature. ThlS would" L
. include all managers from level.0-3.: NB:. Pollcy on recruitment and selectron of the Mat_}habenglr._'-

' Mumcipallty contams all the necessﬂry levels

-"Persons mth Access to Top Secret lnformatlon A Top Secret clearance must be lSSl.le to. a"‘?-":‘
- member and/or an employee | before he/she is al]owed access o mformatlon of a top secret riature.

This. would mclude inter alia, the' Mumclpal Manager, IT Manager and any other member exposed -
- to sensmve mformatlon, mvestlgators EM PS &T etc T S

>

" -_‘_ép‘porntmentm SR

Hat the appointment o

Irity ‘cléarance: can'be issued t any.

‘ who is riot in possesslon:of ‘a valld RSA ldentlty document Temporary 1dent1ﬁcat|on cloc me: _,

: arc not acceptable for securlty vettmo purpose_




MANAGEMENT RESPONSIBILITY REGARDING SECURITY VETTING

Managers at all levels shall ensure that their subordinates are in possession of a valid security
clearance issued by National Intelligence Agency. '

Managers shall ensure that the level of security clearance required by a subordinate, member and/or
employee or contractor corresponds with the security classification of the information to which the -
person requires access, in order to execute histher official duties. To achieve this, managers at all
leyels.éhali ensure that every post in their area of responsibility is graded according to the security
classification of the information 1o which the appointed person is exposed. o ; '

“ Security Risks: should it come to the attention of a n{anager that the action, bmissions/négligenc‘:eﬁ

d/or employee under his management pose a risk to security, the -
manager must reconsider the relevant member’s and/or employee’s access priy'ileges' in accordance
with the gravity of the actions, omissions, negligence or circumstances concerned. The ACCESS
privileges can only be terminated after a thorough investigation has confirmed: the existence of a -
security risk. R L T S

or circumstances of a member an

s may allow a member and/or employeg of the municipality
nd whose application for the renewal of his/her security
A access to information classified up to the same Jevel of e

- Expired security clearance: Manager
whosé security clearance.has expired .a
clearance has already been received by NI

"_his/ her expired security clearance. .-

- “Obvisus’ personality: change t

— REFORTING OF ASPECTS INFLUENCING HE SECURITY COMPETENCE OF A&
' 'MIEMBER AND/OR EMPLOYEE OF MATJHABENG MUNICIPALITY .~ = .

h:inay. inﬂijé'hpéi_-_af-]‘:i‘é'i"épn
f th

endangers. anothei
whichimpairs

. “'mads. between relatively permanent chianges and temp
*‘personality functions:(such.as.marit | problems; nien

'7 ﬂééuncntf" forpsychologlcalproble 's, * psychiatric. i!lness/lp_che_;\_g.léﬁgal : _dls_opﬂéﬁ-“j‘“é'lldf;—s_o_
bt impatr or endanger the seeurity of the Murlicipality. - U
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An in-depih investigation by NIA on request of the relevant manager, will determine whether the
reported aspects/incidents, will have any influence on the security competence of the member

and/or employee.
VALIDITY PERIOD OF SECURITY CLEARANCE

Managers at all lcvelé must ensure that a person, in respect of_whom a sécﬂrity clearance has been
~issued is re-vetted (subject to the condition that such a person still occupies a post regarding the
" same or higher Jevel of security clearance as the expired clearance), on a year to year basis. - '

Once issued a security clearance can be subjected to review/revision by National Intelligence
‘Agency at any time and if necessary, be withdrawn or altered by the Municipal Manger as the case
~may be. The rules of natural justice shall however be applied is such case. - S '

‘Maternity leave:. Any I_evel of sgcurity clearance issued to fernale members arid/or employees wh‘of— '
‘go on materhity leave, remains valid on condition that the period of leave does not exceed twelve . .

‘months, should a woman resign before the conﬁneme_r_it; she retains her i;légrénce on condition that -
the intésruption of service does not exceed 90 days; -~ oo o Ce L

- 'Vali__dli'l}" of _Sécufi‘ty“C]é_ﬂ'ran_i:é's- Issued by otllerGovernment Departments -

A scburity olsarance issued in respect of a member and/or employee while he/she is atfached 10 a o

~particular governinerit

< misst complete the 7204, ineluding all appendices. "

+ is transferred or join the:hunicipality from one State department

" member and/or emplo

- Other Grades of Security Cleara ﬁ'gfn_a.-. Pers

institution is not autolnati,c_:él_l)g_ transferable to the _mun_'lt__:lp';l_ll_ty:‘g_.g’;' when thie =
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Applleatrons for Conﬁdentlal Secret and Top Secret clearances shall be accompanied by a
covering letter form the Municipal Manager. Further documents to be forwarded W|th the

applleatron by the member’s and/or Municipal Manager include”

a) an extract of the member’s and/or employee s conduct sheet,
b) A report on aspects that may influence the security competence of the member andfor -
~employeg, to be completed and signed by the member’s and/or employee $ manager.

';Fihgerpr'ints |

: Each appllcanon for a security clearance must be accompamed by a  new set of ﬁngerprmts

Fingerprints are {0 be taken only by the SAPS or other authorlse persons Itis compulsory to

complete “indemnity by appltcant
- In ‘ordér to prevent the compromiseof mformatlon the appllcatmn must preferably be sealed by the

securlty personnel off cer before despatch

-Appllcatlons WIth negatwe recommendatmn and/or negatwe mformatlon must be sealed by the _
* managet.in person, before being despatched A person, who does not comply w1th the minjmum -
= secunty standards may not be employed by the Mumetpahty N : '

VETTING PROCESS. .

All applrcants for Top Secret Clearanee wrll
pecific postmgs

ln process- is.n6 “longer:1
be 1nformed accordl
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M161/2003

SECURITY VETTING POLICY FOR MATJHABENG MUNICIPALITY
(20/2)3(PS&T)

PURPOSE OF REPORT

The purpose of the report is to inform the Management-, Section 80- and Mayoral
Committee of the Security Vetting Policy for Matjhabeng Municipality.

INTRODUCTION AND BACKGROUND

The information, personnel, infrastructure and equipment are critically important
assets of any Institution, including Matjhabeng. The integrity of these resources

. is-However constantly-threatened.by organisations. and. individuals who.conduct .

or plan devious activities e.g. sabotage, theft, sub-versions, etc. For the
perpelirators of these devious activities the successful conduct is largely
dependent on the ability to identify and exploit security related shortcomings
within the institution (Matjhabeng). Vetting is thus a security measure that would
be applied to members of Matjhabeng against undermining influences.

Security vetting is meant to establish as far as is reasonably possible, the
security competence of the individual i.e. his/her integrity and reliability regarding
the handling of classified nformation to which he/she is entitled to have access,
by virtue of the post thal he/she occupies. Security vetling is thus of the utmost
importance to the secunty of Matjhabeng Municipality.

The securily vetung policy for Matjhabeng Municipality 1s herewith attached on pages
20 - 29 of the Annexures ' :

PROBLEM STATEMENT
None. '

POLICY POSITION

None.

COMMENT: OTHER HEADS OF DEPARTMENTS

The policy has already beer senéed before the Municipal Manager and has in
principle agreed with the conten:s thereof

SUBMITTED FOR CONSIDERATION.




M161/2003

SECURITY VETTING POLICY FQR MATJHABENG MUNICIPALITY
(20/2) (PS&T) (P 18 : ANNEXURES P 20-29) : :

THE MANAGEMENT COMMITTEE RESOLVED: (3 NOVEMBER 2003)

That this item BE REFERRED BACK to the next Management meeting to seek legal
opinion extemnally.




CONFIDENTIAL Pl 1
SECURITY VETTING POLICY FOR MATJHABENG MUNICIPALITY

Reference A: Minimum Information Security Standards (MISS) (Cabinet
Memorandum No 4 of 1996).

B:  National Personnel Security Vetting Policy Guidelines. (Approved
NICOC Co-ordinator 28 Jan 99) '

C: National Strategic Intelligence Act, 1994 (Act 10 No 39 of 1994)

D: Promotion of Access to Information Act, 2000 (Act No 2 of 2000)

INTRODUCTION

1. The Republic of South Africa (RSA), like any other state, has an obligation to make
security arrangements for the protection of its citizens and its vital interests. The RSA asa
member nation of international organisations and signatory to international agreements/protocols
must comply with certain minimum requirements in this respect.

..2. .. —Much-of the State’s security depends on the integrity and reliability of its civil servants
and contractors with regard to the handling of classified information. Security vetting, as a
means to safeguard its citizens and vital interest, is of the utmost importance to the security of
the State. For this reason security vetting must be done in respect of all personnel who have
access to classified information. ' - ' '

3. Security vetting is meant to establish as far as is reasonably possible, the security
competence of the individual i.e. his/her integrity and reliability regarding the handling of
classified information to which he/she is entitled to have access, by virtue of the post that he/she
occupies. Security vetting is thus of the utmost importance to the security of Matjhabeng

Municipality.
AIM

4. The aim of this document is to provide a policy framework wrt the security vetting
process, to which all members and/or employees of Matjhabeng Local Municipality and any
person who requires access to ¢lassified Council’s information and premises must be subjected.

SCOPE

5. This document outlines the scope of the policy to be followed by Matjhabeng when doing
security vetting. The document will be structures as follows:

a. Definitions
b. Legal Mandate
c. Maintenance of security within the Matjhabeng Local Municipality

CONFIDENTIAL
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CONFIDENTIAL - 2 ] 2
Factors influencing Security Competence
Categories of Persons to be subjected to the security vertihg process.
Management responsibility regarding security vetting.

Reporting aspects influencing the security competence of a member and/or

employee of the Maijhabeng Municipality.

h.

]

Validity period of security clearances.
Application procedures.

Vetting process.

DEFINITIONS

A The following definitions applies:

- ey = e

. #Applicant” means any person whose security competence is being investigated

including present and potential employees.

“Classified information” means sensitive information which, in the national
interest or is under the control of the State, or which concerns the State and which
must by reason of its sensitive nature be exempted from disclosure and must
enjoy protection against compromise. Such information is classified as either
RESTRICTED, CONFIDENTIAL, SECRET or TOP SECRET according to
the degree of damage the State may suffer as a consequence of its unauthorised

disclosure,

“Compromise” means that the particulars of classified information/matters
become known to unauthorised person(s) or there is a strong possibility that such
particulars have become known.

“Employee” means a person appointed by the Municipality in terms of the Public
Service Act, 1994 and the Municipal Systems Act, 2000.

“Member” means. in relation to this policy, any Councillor or any employee of
any other rank.

“Need-to-know principle” means no individual is entitled to obtain access to
classified information solely by virtue of position, appointment or security
clearance. Access is to be restricted to that information or part thereof which is
essential to the execution of the person’s official duties, that is. on a need-to-know

basis.

“Personnel Security” means the protection of personnel against subversion,
dangerous influences, bribery. blackmail. intimidation and other criminal
activities.

CONFIDENTIAL




CONFIDENTIAL ° 77 3

b, “Physical Security” means the set of measures implemented and/or applied to
ensure the safeguarding of all classified information, personnel, facilities or
material. It includes physical barriers such as perimeter protection alarm systems
locks, keys and safes efc.

i “Project Security” means all the security actions and measures that are initiated
and/or carried out to ensure that the necessary level of security is maintained

throughout the life cycle of a project.

“Security Clearance” means a written declaration by an authorised official that a
person is eligible under the standards of this policy to access information with a
specified grade/level of security classification, which is necessary for the
execution of his/her official duties. The HOD Public Safety and Transport is the
delegated and authorised official.

k. “Security Competence” means a person’s integrity and reliability regarding the
handling of classified information and includes factors such as his/her
vulnerability to extortion, blackmail and bribery as well as negligence in the

womrasie oo - handling of classified-information. It is the ability of a personto actin sucha

_manner that he/she does not bring about the disclosure of classified information or
material (in written or oral form) to an unauthorised person and in this way
endanger the security inferests of tbe institution.

L. “Security Vetting” means a systematic investigative process to determine a
person’s security competence, and is one of the most basic defensive measures in

the protection of classified information:

1. Such information need not be State information as such, but could
also be private information entrusted to the State.

ii. Furthermore, such information need not be confined to information
that will be accessible to the official in the normal course of his/her
duties.

m. - “Security Risk™ means a person is a security risk when he/she, because of

personality traits. needs. behaviour, ideological persuasion or extreme
sensitiveness in respect of past deeds, can be persuaded by whatever means to co-
operate with an unauthorised individual/organisation to divulge secret or
confidential information of his/her employer or of his/her own accord divulges
secret or confidential information to an unauthorised individual/organisation.

LEGAL MANDATE

7. The vetting mandate is directly and indirectly derived from the enactments listed below.

CONFIDENTIAL
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CONFIDENTIAL 4
MATIONAL STRATREGIC INTELLIGENCE ACT, 1994 (ACT 39 OF 1994) |

8. Interms of section 2(1)(b) of the National Strategic Intelligence Act, 1994 (Act 39 of -
1994) the National Intelligence Agency (NIA} has the national counter-intelligence
responsibility, which includes steps and measures to neutralise foreign or hostile intelligence
operations and to protect classified information.

" PUBLIC SERVICE ACT, 1994 (R103 OF 1994)

9. The Public Service Act (1994 R 103 of 1994) contains various references to vetting-

related matters. In terms of section 3(4)(c) the Public Service Commission may issue mandates
regarding security requirements with which officers and employees shall comply.

10.  Interms of section 17(2)(h) an employee may be discharged if his/her continued
employment constitutes a security risk for the State. Some forms of misconduct as defined in
section 20 of the Act may in certain circumstances also be of security importance and, therefore,

become the subject of &#¢tling investigation.

'MAINTENANCE OF SECURITY WITHIN THE MATJHABENG LOCAL |
 MUNICIPALITY .. e e T B L e e

1. Evéfy member and/or employee of Matjhabeng will at all times be deemed to be
responsible and accountable for the maintenance of the security of information, personnel and
material within his/her area of responsibility.

12.  All information produced by or for, held by or for, or controlled by Matjhabeng, the
disclosure of which to an unauthorised organisation, institution or person may harm national
security interests, is to be graded by means of a security classification and protected accordingly.

13.  Each post within Matjhabeng is to have a security grading in accordance with the security
classification of the information to which the relevant post provided access.

14.  All members identified in accordance with the recruitment and selection policy are to
possess a security clearance, issued by the National Intelligence Agency, in accordance with the
‘security classification of the information to which the member and/or employee requires access

~ in order to perform his/her official duties.

15.  No individual is entitled to obtain access to classified information solely by virtue of
position, appointment or security clearance. In all cases, access is to be restricted to thal
information or part thereof that is essential to the performance of the person’s official duties, i.e.

on a need-to-know basis.
FACTORS INFLUENCING SECURITY COMPETENCE

16.  The fundamental rights enshrined in the Constitution will be the point of departure in
every investigation. In assessing an applicant’s security competence, the following will be -
considered:

a. Value System. An applicant’s membership of a body, his/her views and/or
beliefs, or his/her morals, principles, which may at present, or in future, endanger

CONFIDENTIAL
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the security of the State, must be thoroughly investigated. Furthemmore, extreme
beliefs, and how these influence the behaviour profile regarding the applicant’s
security competence, must be noted.

Criminal Offences. All criminal offences must be taken into consideration. In
this regard any act or omission punishable upon conviction in judicial proceedings
(departmental or national) is considered.

Behaviour and Personal Conduct Endangering Security (Acts or Omissions
Endangering Security). Behaviour endangering security refers to any conscious
or unconscious acts/behaviour or negligence that exposes the Council’s classified
information, personnel, facilities or materiel to any exploitation that may be
detrimental to the security of the Council. Conscious or unconscious non-
compliance with security regulations and other behaviour endangering security
raise doubts about an individual’s trustworthiness, willingness and ability to
safeguard classified information. This includes refusal to undergo-or co-operate
with required“sthrity processing or refusal to complete required security forms
and releases, or provide full, frank and truthful answers to lawful questions of
investigators, vetting officers or other official representatives in terms of security

. vetting determiinations: This also includes any conduct.involving questionable - '
judgement, untrustworthiness, unreliability, lack of candour and dishonesty.

Use of Addictive Substances. Addiction usually has a negative influence on a
person’s financial situation, his/her work performance and health. Such a person
may become a security risk as addiction often leads to questionable judgement,
unreliability, failure to control impulses and impairment of social functioning as
well as increasing the risk of unauthorised disclosure of classified information as
a result of negligence and vulnerability to being manipulated, bribed, exploited or
blackmailed. '

Financial Status. When a person has financial problems this may have serious
impljcations for histher security competence and must be investigated. When a
person’s lifestyle indicates an unexplained source of income (sudden affluence) it

should be investigated.

- Behavioural Disorders. Irrespective of the nature of any mental disorder or.

behavioural problems, it is important to obtain a general impression of a person’s
behaviour and personality traits.

Misuse of Information Technology Systems. Failure to comply with rules,

. procedures, guidelines or regulations pertaining to information technotogy

systems may raise security concerns about an individual’s trustworthiness,
willingness and ability to protect classified systems, networks and information
properly. Information technology systems include all related equipment used for
the communication. transmission, processing, manipulation and storage of
classified or sensitive information,
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CATEGORIES OF PERSONS TO BE SUBIECTED TO THE SECURITY VETTING

PROCESS
17.  Persons with Access to Confidential Information.

a. A Confidential Clearance must be issued to a member and/or employee before
he/she is allowed access to information-of a confidential nature.

b. Persons recruited for specific posts for which a Confidential (or higher level)
clearance is required must be issued with the required level of clearance before
he/she is appointed in the post or allowed access to information requiring the
relevant clearance. '

18.  Persons with Access to Secret Information. A Secret clearance must be issued to a

member and/or employee before he/she is allowed access to information of a secret nature. This
would include all managers from Jevel 0 — 3. NB. Policy on recruitment and selgstion of the

Matjhabeng Municipality contains all levels.

. Persons-with -Access to Top-Secret. Information. A Ton. Secret clearance must be issued

- to a member and/or employee before he/she is allowed access to information of a top secret
nature. This would include inter alia, 1T department, investigators, etc. '

20.  Appoiniment

a.

Advertisements for vacant posts in Matjhabeng should state that the
appointment of any member and/or employee in the Council is subject to the
person obtaining the appropriate grade of security clearance that the post
requires. An appointment in these posts will be provisional pending the
issuing of a security clearance. While he/she is on probation, the services of
any new applicant who does not qualify for the grade of security clearance
the post requires will be terminated and such a person will not be
permanently appointed in Matjhabeng. Any new applicant, after he/she has
been selected/recommended by the interview panel, must undertake in
writing fo resign from the Council, after following due process, should

. National Intelligence Agency refuse his/her application for a security

clearance.

Security clearance is not coupled to position but to the access the post provides.
Therefore, the security clearance requirements regarding the
promotion/appointment of any member and/ or employee will be determined by
the security grading of the post occupied/to be occupied.

All members and/or employees should be issued with the required security
clearance prior o being appointed into another post.

21. Persons Working on Council IT Systems

Personnel. working on Council I'T systems require a security clearance in
accordance with their level of access.
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b. The minimum security clearance requirement for all mainframe computer system
managers is a Secret clearance.

-

72, Persons without Valid Identity Documents. No security clearance can be issued to any
person who is not in possession of a valid RSA identity document. Temporary identification

documents are not valid for security vetting purposes.
MANAGEMENT RESPONSIBILITY REGAQRDING SECURITY VETTING

23.  Managers at all levels shall ensure that their subordinates are in possession of a valid
security clearance issued by National Intetligence Agency. -

24, Managers shall ensure that the level of security clearance required by a subordinate,
member and/or employee or contractor corresponds with the security classification of the
information to which the person requires aceess, in order to execute his/her official duties. To
achieve this, managers at all levels shall ensure that every post in their area of responsibiff&1%
graded according to the security classification of the information to which the appointed person

- % exposed.
25.  Security Risks. Should it come to the atfention of a manager that the actions,
omissions/negligence of circumstances of a member and/or employee under his management
pose a risk to security, the manager must reconsider the relevant membet’s and/or employee’s
access privileges in accordance with the gravity of the actions, omissions, negligence or

' circumstances concerned. The access privileges can only be terminated after a thorough

investigation has confirmed the existence of a security risk.

e B R . T e T

26.  Expired Security Clearances. Managers may allow a member and/or employee of the
Council whose security clearance has expired and whose application for the renewal of his/her
security clearance has already been received by NIA access to information classified up to the

same level of his/her expired security clearance.

REPORTING OF ASPECTS INFLUENCING THE SECURITY COMPETENCE OF A
MEMBER AND/OR EMPLOYEE OF MATJHABENG MUNICIPALITY

" ;7. Managers at all levels shall ensure that all aspects or incidents which may influence a
person’s security competence are reported to HOD Public Safety and Transport, via existing
channels regardless of the security clearance of the person involved.

28.  The following aspects shall be reported:

a. Any actions, negligence or behaviour which exposes the Council’s classified
information, personnel, facilities or materiel to any exploitation which may be
detrimental to the security of the Council.

b. Any belief, philosophy. creed, opinion, and/or conviction which impairs or

* endangers another person’s life, dignity, freedom, security of equality before the
law and/or which impairs or endangers the security of the Council.

CONFIDENTIAL
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c. Extreme behaviour in the form of radical acts, acts of violence or terror, murder,
intimidation or intimidating behaviour.

d. Addiction to alcohol, drugs, medicine or other addictive substances (excluding -
tobacco) or the frequent use of drugs, medicine or other addictive substances
(excluding tobacco), indicative of a continued pattern of usage.

e. Repeated lapses into financial difficulties that indicate a person’s inability to
manage his/her personal finances and/or illegal enrichment.

f. Obvious personality changes, due to brain damage, serious operations, etc. A -
distinction must be made between relatively permanent changes and temporary
stress factors that may influence the personality functions (such as marital
[problems, problems experienced in relationships, death of loved ones, financial
problems, menopause, job dissatisfaction or grievances, ete.).

. Treatment for psychological problems psychiatric illness/behavioural disorders
and social problems that might impair or endanger the security of the State and/or

the Council.

29.- .7 An m—depth mvestlgatmn by NIA W1ll determme whether the reported aspef;ts/incxdents

will have any influence on the security competence of | the member and/or employee.”

VALIDITY PERIOD OF SECUIRITY CLEARANCES

30.  Managers at all levels must ensure that a person, in respect of whom a security clearance
has been issued is re-vetted (subject to the condition that such a person still occupies a post
regarding the same or higher level of security clearance as the expired clearance.

31.  Once issued a security clearance can be subjected to review/revision by National
Intelligence Agency at any time and if necessary, be withdrawn or altered as the case may be.
The rules of natural justice shall however be applied in such a case.

32,  Matemity Leave. Any level of security clearance issued to female members and/or
employees who go on maternity leave, remains valid on condition that the period of leave does
not exceed twelve months., Should 2 woman resign before the confinement, she retains her
clearance on condition that the interruption of service does not exceed 90 days.

33, Validity of Security Clearances Issued by Other Govermment Departments

a. Security clearances issued by the National Intelligence Agency (NIA). the South
African Secret Service (SASS) and the South African Police Service (SAPS) shall
be considered valid for the purpose of meetings and other co-operative functions.

b. A security clearance issued in respect of a member and/or employee while he/she
is attached to a particular government institution is not autornatically transferable
to the Council or other government institution, e.g. when the member and/or
employee is transferred. When a person changes his/her employer the new
employer has the responsibility to decide whether an applicant’s existing
clearance will be accepted or whether the re-vetting of such an applicant will be
required in the prescribed manner. In the case of a person from another institution
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applying for a post in Matjhabeng, that person’s security vetting file will be re-
evaluated and a decision will be made on whether that person has to submit to re-
vetting or not.

APPLICATION PROCEDURES

34 All persons applying for the issuing re-issuing or upgrading of a security clearance shall
submit their applications (completed Z204) to the Department of Public Safety and Transport.

35, Confidential Clearances
a. Applications for Confidential Clearances consist of the following documents, to
be forwarded to NIA

i. 7204 and fingerprints,
ii. Consent to SAPS Criminal Record inquiry.

iii. A certified copy of the member s and/or employee’s RSA identity
‘ - document or passport. - S

iv. A covering letter from the member’s and/or employee’s employer, stating
the post occupied/to be occupied by the member and/or employee
concerned.

3.6. Other Grades of Security Clearance, Persons app;lying for all other levels of security
clearance must complete the 2204, including all appendices.

37.  Applications for Confidential, Secret and Top Secret clearances are to be accompanied by
a covering letter from the member’s and/or employee’s unit/employer. Further documents to be
forwarded with the application by the member’s and/or employee’s employer include:

a. an extract of the member’s and/or employee/s conduct sheet; and
b. a report on aspects that may influence the security competence of the member
- and/or employee. to be completed and signed by the member’s and/or employee’s
manager.

38. Fingerprints

a. Each application for a security clearance must be accompanied by a new set of
fingerprints as vetting files are converted into microfiches.

b. Fingerprints are to be taken only by the SAPS or other authorised persons.
C. It is compulsory to complete “Indemnity by Applicant™.
d. In order to prevent the compromise of information, the application must

preferably be sealed by the security personnel officer before despatch.
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Applications with negative recommendations and/or negative information must
be sealed by the manager in person, before being despatched.

- e If a new applicant wishing to be employed by the Council does not comply with
the minimum security standards, such a person may not be employed.

VETTING PROCESS

39.  Polygraph and Psychometric Tests, In accordance with the revised security vetting field
work process, effective from 1 October 1996, the number of Secret or Top Secret clearances
previously issued to an applicant will determine the extent to which vetting fieldwork for a
clearance application will be done. The following general guidelines apply:

a. All applicants for Top Secret Clearances will be subjected to psychometric and a
polygraph test regardless of their specific postings undergoing a polygraph test is
a condition for the issuing of a Top Secret security clearance.

g ‘ .
b. Applicants for any other grade of clearance will be subjected to psychometric and
polygraph tests as deemed necessary, depending on the nature of information
obtained by other vetting actions. . .. . liiemg, meaon

c.  The polygraph should be seen as an aid in the security vettmg process, and cannot

cancel a thorough investigation.

d. If any applicant refuses to undergo a polygraph test, to have his/her fingerprints -
taken or to submit information/documentation, he/she shall be informed that a
more in-depth (and possibly lengthier) investigation will have to be conducted. If
a security vetting field worker is unable to make a recommendation as a result of
a lack of the information, the applicant will once again be given the opportunity to
give his/her voluntary co-operation.

40.. Continuous Veiting. A successful security clearance process does not end when an
applicant is issued with a security clearance, but must continue with frequent and preductive-
reinvestigations. There are certain situation and requirements that necessitate productive

reinvestigations. There are certain situations and requirements that necessitate re-vetting. When
' an individual’s conduct is of such a nature that it might pose a threat to National Security or the

effective protection of information in the Council re-vetting must be done.

41.  Cancellation and Termination of Applications _
a. In case a security clearance in process is no longer required (because of transfers,
resignations, retirentents, deaths. etc) NIA will be informed accordingly in writing
by HOD Public Safety and Transport.

Approved/Not approved

MUNICIPAL MANAGER
R.S.B. SESELE
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